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How old is this quote?
“We are governed,

our minds are molded,

our tastes formed,

our ideas suggested,

largely by men we have never heard of.”
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How old is this quote?
“We are governed,

our minds are molded,

our tastes formed,

our ideas suggested,

largely by men we have never heard of.”

Edward Bernays - the father of PR - in 
his Propaganda, 1928
NOTE ° Bernays was a nephew of Viennese psychoanalyst Sigmund Freud—by virtue of his mother, Freud's sister



The interaction you design 
Is a first touchpoint 
between the user, law and 
...the goal(s). User’s goal, platform’s goal, money 

making, information dissemination..



Dark patterns
happen there,In cross section of these goals



Dark patterns
What is that?

“Dark pattern” is a new 
term for an old 
practice: using design 
to prompt desired (not 
necessarily desirable 
or useful for the user) 
behavior.



● Website report to a user that 
many other users have made a 
similar purchase recently or 
that only a limited number of 
units of a product remain

● Subscription services—online 
and offline—may run customers 
through a “maze” of customer 
service representatives to 
cancel service

● A social-media platform may 
make it easy and rewarding to 
uncritically “share” posts, 
facilitating the widespread 
dissemination of false 
information

dark patterns -
generally, interfaces 
designed to manipulate 
users into certain 
courses of conduct

Hurwitz, J. (2020). Designing a Pattern, Darkly. NCJL & Tech., 22, 57.



Fogg behaviour model
for a behavior to occur
a sufficient amount of motivation and 
ability and a trigger or prompt are
needed. 

The behavior takes place only if all 
these are in place; the higher the 
motivation, or the easier a task 
appears, the more responsive people 
are likely to be. 

If the motivation is substantial, the
behavior can occur even if the 
ability might be low and vice versa.

Fogg, B. J. (2009). A behavior model for persuasive design. In 
Proceedings of the 4th International Conference on Persuasive 
Technology  (Persuasive ’09; Paper 40).  New York, NY, USA: 
ACM Press.



How did we get here
Dark patterns are based on a 
premise
Humans are not rational decision -
makers*

Media
are tools, facilities that carry 
information through time and space

As a consequence of information 
overflow in which we live, and the 
need for a lot of information, the 
role of media, we say we life in 
Information society and increased 
mediation. 

Ariely, D., & Jones, S. (2008). Predictably 
irrational. New York, NY: Harper Audio.



Humans + 
media+?So? Something is missing -

what Menti



...profit …. .... 
It's all about money..

One story from one bank..



...brake …. .... 



What are dark patterns
Coined by Harry Bringull
the term “dark patterns” was created 
to describe user interface design 
patterns that are “crafted with great 
attention to detail, and a solid 
understanding of human psychology, to 
trick users into do[ing] things they 
wouldn’t otherwise have done.” 

Many examples have offline analogs. 
But software interfaces to online 
platforms are infinitely and 
instantly malleable.



How do we do it?
We do not like to devote a lot of 
resources to low value activities
We skim through the content often 
missing details 

Our eyes follow common patterns
So if something is unusual we do not 
notice

We are tired of correcting mistakes
if mistake is not expensive we might 
decide not to correct it 



Does it happen often?
recent study 
analyzed 53,000 different product 
pages across 11,000 different online 
shopping sites, and found 1,818 
instances of dark pattern usage* 

another study
respondents presented with either a 
“mild” or “aggressive” dark pattern 
designed to push them into purchasing 
credit monitoring services were 228% 
to 371% more likely to purchase the 
offered services**

**Jamie Luguri & Lior Strahilevitz, Shining a Light 
on Dark Patterns 22 (Univ. of Chic. Pub. L. 
Working Paper No. 719, 2019

*Mathur, A., Acar, G., Friedman, M. J., Lucherini, 
E., Mayer, J., Chetty, M., & Narayanan, A. (2019). 
Dark patterns at scale: Findings from a crawl of 
11K shopping websites. Proceedings of the ACM 
on Human-Computer Interaction, 3(CSCW), 1-32.



For Tufte ?
Graphical integrity Edward 
Tufte
“graphical excellence begins with 
telling the truth about data” 
(2001); that the “representation 
of numbers, as physically 
measured on the surface of the 
graphic itself, should be 
directly proportional to the 
quantities represented" (2001) 

He suggested that such violations 
can be measured by the “lie 
factor”. He devised the following 
formula

Henninger, M. (2013). Data-driven journalism. Challenge and Change: 
Reassessing Journalism's Global Future.



For Tufte ?
Graphical integrity Edward 
Tufte

the data shows the changes fuel 
economy standards for automobiles 
in miles per gallon went from 18 
in 1978 to 27.5 in 1985, an 
increase of 53%, whereas the 
length graph lines representing 
this data (0.6 inches and 5.3 
inches) is an increase of 783%. 

Tufte calculated that the lie 
factor of the graphic is 783%/53% 
= 14.8!

Henninger, M. (2013). Data-driven journalism. Challenge and Change: 
Reassessing Journalism's Global Future.



Dark patterns
types



Maier, M., & Harr, R. (2020). DARK DESIGN 
PATTERNS: AN END-USER PERSPECTIVE. 
Human Technology, 16(2).



darkpatterns.org/types-of-dark-pattern.html

https://www.darkpatterns.org/types-of-dark-
pattern/trick-questions

https://www.darkpatterns.org/types-of-dark-
pattern/sneak-into-basket

https://www.darkpatterns.org/types-of-dark-
pattern/roach-motel

https://www.darkpatterns.org/types-of-dark-
pattern/privacy-zuckering



darkpatterns.org/types-of-dark-pattern.html

https://www.darkpatterns.org/types-of-dark-
pattern/price-comparison-prevention

https://www.darkpatterns.org/types-of-dark-
pattern/misdirection

https://www.darkpatterns.org/types-of-dark-
pattern/hidden-costs

https://www.darkpatterns.org/types-of-dark-
pattern/bait-and-switch



darkpatterns.org/types-of-dark-pattern.html

https://www.darkpatterns.org/types-of-dark-
pattern/confirmshaming

https://www.darkpatterns.org/types-of-dark-
pattern/disguised-ads

https://www.darkpatterns.org/types-of-dark-
pattern/forced-continuity

https://www.darkpatterns.org/types-of-dark-
pattern/friend-spam


