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What will you learn?

@

Architectures and patterns for Al/ML-enabled systems CHALMERS
« How can we get from (prototyping)  Explain how ML fits into the larger

models to production systems pictures of building and maintaining

: systems

» Modularity and the problem of ML y

components in larger software systems  Explain the modularity implications
* An introduction to an architecture « Understand the need for architecture

framework for distributed Al-enabled frameworks in Al system development

systems
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System: Movie Recommendation

User Interface

User’s
Movie
History

Movie Database

Logging

Monitoring

Non-ML component - ML component D System Boundary
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Your credit rating is...

HIGH LOW

Great news! Our Al predicts alow probability of credit default based on

your personal data.
We can offer you a loan for your house of 3.5 MSEK.

Print out your loan application here.

Bolanekalkyl - rakna
pa bolan

P R3kna ut hur mycket du kan ana
P Se vad ditt Ian kommer att kosta varje manad
P Rikna pa din Idnekostnad om réntan dndras

» Rdkna pa bolan

Picture by Christian Kaestner 2022 2023-03-24
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System: Credit Rating
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User Interface / Web Interface

m
. =
User Tax Salary Ig:i?]'t =
Address Records Payments N9 g
Prediction =
=

Database Logging Monitoring

Non-ML component ML component D System Boundary
© Christian Kaestner 2022 ~ 2023:03-24




System: Obstacle Detection

Picture by Al Sweden 2023-03-24
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System: Obstacle Detection

Brake System

User Interface

Camera Radar
System System
Vehicle

Ethernet CAN Bus
Routing

Logging

Monitoring

Non-ML component - ML component D System Boundary
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"No Obstacle Detected”

Radar Echoes Result

1 Picture: https://commons.wikimedia.org/wiki/File:Radar_Graphic.svg 2023-03-24
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Example: Obstacle Detection

®

CHALMERS

Algorithm "No Obstacle Detected”

Image Result

12 Picture by Al Sweden 2023-03-24
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Example: Obstacle Detection
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Machine
Learning

ML Model

. "No Obstacle Detected”
(Algorithm)

Image Result

13 Picture by Al Sweden 2023-03-24
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Focus on the model vs. system-wide %

Model
Evaluation

Feature Model
Engineering Training

Model Data Data
Requirements Collection Labelling

Data Cleaning

2023-03-24
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Model Model
Training Evaluation

Model Data Data Feature

Data Cleaning Engineering

Requirements Collection Labelling

Typical Machine Learning Book

 The (traditional) focus in data science is building models from given data and evaluate the
resulting accuracy. Small, prototype style of systems.

2023-03-24
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Model Model
Deployment Monitoring

Feature Model Model

Data Cleaning Engineering Training Evaluation

MLOps focus
Cloud Scaling Cloud Scaling
Pipeline Automation

* ML Engineering focuses more on deploying, scaling training and deploying, model monitoring
and updating (during operations)

2023-03-24
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ML in Production

Data Cleaning

Brake System

User Interface

Camera
System

Radar
Syste

Vehicle
Ethernet
Routing

CAN Bus

Logging

Monitoring

Feature

Engineering

JUSWUOJIAUT

I:l Non-ML component - ML component D System Boundary
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Model Model Model Model
Training Evaluation Deployment Monitoring

* Focus on interaction of ML and non-ML
components, system requirements, user
interaction, safety, collaboration, CI/CD

2023-03-24
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High level system requirements and
goals

(SOftwa re) Let's auto‘;;t\sa (ML Engineer)
System l Component

Component Environment
(incl. users,

physical world)

Component

4

C t
omponen \‘[ Component ]

« Systems basically never consist of a single component.

REERERE

* The ML model is only one of many other components in a system.
* How does it communicate with other components?

» A system architecture brings all components together.

GOTEBORGS
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3 Groups: System

User Interface
User’s
Movie Movie Prediction
History
Movie Database Logging || Monitoring

User Interface / Web Interface

User Tax Salary gar::g
Address Records Payments Prediction
Database Logging || Monitoring
Brake System User Interface
Camera Radar o
System System Image Recognition
Vehicle
Ethernet CAN Bus Logging || Monitoring
Routing

JUBWUOIIAUT

JUBWUOIIAUT

JuBIUOIAUT
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Movie Prediction

* Goal 1
* Goal 2

Credit Rating Prediction
* Goal l
* Goal 2

Automatic Emergency Braking
* Goal 1
» Goal 2

2023-03-24
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We can define properties / non-
functional goals for the system, e.g., .
safety IS a system property

Brake System

User Interface

Camera Radar >
System System Image Recognition
Vehicle

Ethernet || CANBus | | Logging || Monitoring
Routing

I:I Non-ML component I:I ML component D System Boundary

JUSWUUOJIAUT

Example of Safety Goals:

» The system shall not trigger an unwanted braking
request (ASIL C).

» The system shall not trigger a brake request too late
(ASIL B).

How to translate this into model data requirements,
accuracy needs, testing conditions?

2023-03-24
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System goals and model requirements g
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Brake System User Interface Examp|e of Safety Goals:

m - -

2« The system shall not trigger an unwanted braking
Camera Radar Image Recognition S
System || System S request (ASIL C).

]

3 .
Vehicle ~ + The system shall not trigger a brake request too late
Ethernet CAN Bus Logging Monitoring (AS”_ B)
Routing :

I:l Non-ML component I:l ML component D System Boundary

On one hand we want a “conservative” model that only triggers the brakes when it is very certain
about an obstacle ahead.

On the other hand, we do not want to trigger the brakes too late. We also need to consider artifacts
or noise in the image for example.

A narrow focus only on model accuracy that ignores how the model interacts with the rest of the
?t system might compromise the ability to balance various desired quality aspects. 20230524
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How to ensure the safety goals
(Safety Assurance) _®

New Early Access Software Update

* For / in the model
» Ensure correct / sufficient training data (how?)

» Check that operational context (ODD) is as
expected (how?)

» Optimise prediction speed
» Use confidence checks (what?)

Full Self-Driving (Beta)

* Outside the model
» Add redundant non-ML system (radar)

* Train a redundant independent second model
(consequences?)

* Move responsibility to the user

Picture by Forbes Magazine

2023-03-24
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« Similar to safety, many other (non-functuional) requirements / qualities should be
discussed at model and system level

 Security

* Privacy

* Transparency & Accountability
« Maintainability

* Scalability

* Energy Efficiency

2023-03-24
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What data do we need?

» Often a model-centric view assumes we have (unlimited) pool of data available.

* In production systems, especially in industries outside of traditional software
engineering (e.g., car industry, medical industry, environmental monitoring,...)
creating data is actually expensive! Sometimes very very expensive!

» System designers therefore should also focus on how to collect data, label data,
document data, plan experiments / data collection campaigns.

* However, defining clear data specifications for ML-enabled system development is
not common:

GOTEBORGS
UNIVERSITET

®

CHALMERS

Patter
“Everyone wants to do the model work, not the data work”: ns
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(SOftwa re) Let's auto‘;;t\sa (ML Engineer)
System l Component

Environment
(incl. users,
physical world)

Component

Component

4

C t
omponen \‘[ Component ]

» Abstraction: Focus first on high-level behaviour

REERERE

* Reuse: Define small units / packages that are reusable and define interfaces
(Divide & Conquer)

« Composition: Build larger components out of smaller ones

2023-03-24
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Time for a break

V
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What will you learn? SR,

®

Architectures and patterns for Al/ML-enabled systems CHALMERS

» Modularity and the problem of ML

components in larger software systems  Explain the modularity implications
* An introduction to an architecture « Understand the need for architecture
framework for distributed Al-enabled frameworks in Al system development

systems

2023-03-24
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Managing complexity -
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(SOftwa re) Let's auto‘;;t\sa (ML Engineer)
System l Component

Environment
(incl. users,
physical world)

Component

Component

4

C t
omponen \‘[ Component ]

» Abstraction: Focus first on high-level behaviour

REERERE

* Reuse: Define small units / packages that are reusable and define interfaces
(Divide & Conquer)

« Composition: Build larger components out of smaller ones

2023-03-24



Co-Design of a system

» Designing a complex and distributed system is a
hierarchical process of integration.

 Several, sometimes highly specialized views allow
for decomposition of the design task.

* Requirements and architecture often co-evolve (Twin
Peaks).

* Developing complex system is a highly
collaborative act between many stakeholders.

29
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Problem Definition -
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Finding an architectural framework that works with AlI/ML enabled systems

* We needed to define an architectural framework,
that supports both aspects of co-design.

» The framework must support explicitly aspects Al |
system development but also of other aspects SErDEEie

such as connectivity

- Learning and data , \
* A special focus lies on the support of non-
Collaborative Integrated
‘

functional requirements / quality views
2023-03-24

* Traceability of design decisions
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A bit of context S
@

Building distributed systems with Al CHALMERS

Requirements Smart Home IndustrialloT Automotive Al Security & Safety
: z_ﬂy: S .

Trusted Execution &
Communication

emSecl

=
o
=
@
e
U
=
)
>
o
o
=
o
o
o
=

Xilinx ® coM .= Jetson AGX F SMARC

. @, -~ Kria L NVIDIA Xavier Xilinx Zyng
Microserver & gl - P — UltraScale+

Accelerators e RPi CM4
CoralSoM! ¢ 1 UltraScale+ ARVSOM

Hardware |[Embedded/ Near Edge Cloud ‘7

Platforms | FarEdge u.RECS L.RECS & " ¥ PRecsiBox -

Monitoring

Safety & Robustness

2023-03-24
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Current approaches to architecture
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did not help ®
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* Providing the right learning setting / training data

* No explicit views on the learning perspective of an Al system in common architecture approaches
(Bosch et al., 2020, Muccini et al., 2021).

» Monitoring solutions must be represented explicitly in the architecture
» Some flaws can only be detected after deployment

» Therefore, monitoring is needed to ensure functional, and non-functional aspects of an Al system
(Bernadri et al., 2019).

* New quality aspects arise, such as “explainability”, or “data privacy”

» Depending on the use case certain a wide set of quality aspects can be relevant (Habibullah and
Horkoff, 2019)

* New stakeholders need to be included with their own views on the system (Vogelsang and Borg,
2019)

2023-03-24
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A compositional architecture framework
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iLogical Behaviouri Al Design Hardware i Communication
3 ‘ High Level Quality Goal
Knowledge creation (e.g. |g @ Function i o High L : ; igh Leve uality Goals
niti >3 ' ghlevel Al g o gy Hardware Interfaces (e.g. Saf
=i ' : ' : .g. Safety
definition of safety goals). E S Components [ : Model i Architecture Goals)




A compositional architecture framework e

Knowledge creation (e.g.
definition of safety goals).

Concept design (e.g.
introduction of redundancy
to fulfil safety goals).

34
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Logical Behaviour' Al Design Hardware | | Communication |

B High Level Quality Goal
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g P ; Architecture Goals)
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s = ) : : : i | Quality Concept
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g 5 Logical m Al model concept (m = = = | System.Hardware = Node connectivity | (e.g. Functional
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A compositional architecture framework g =

Logical Behaviour: |  AlDesign . Hardware | | Communication

% P : ,
Knowledge creation (e.g. | ®! Function | ‘| High L : i| High Level Quality Goals
- > > , ghlevel Al |0 o g Hardware Interfaces (e.g. Saf
= 0. 1 ! 1 g -g.oa ety
definition of safety goals). E S Components [ : Model ! Architecture Goals)

!

: ©
_ Co_ncept design (e.g. ‘E_B ' ocical ‘ : i Svstem Hardware , i | Quality Concept
mtroductlon_ of redundancy gz o gonents = Al model concept (8§ = = & | yArchitecture Node connectivity m = (e.g. Functional
to fulfil safety goals). ~ £ P = : ' i | Safety Concept)

(&)

unctions to epe € "T) q>, ressource I—I ep Oymen ':l | i,\ Omponen S " o eSOUI:C.e o lisation (eg Tech. i
processors to guarantee 8 e allocation i | configuration , : Architecture ] : connectivity | safety Concept)
redundancy).




..
A compositional architecture framework g =
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3 Groups: Cluster of Concerns S
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Movie Prediction
User Interface
m
o 2 ‘ = * Cluster 1
Movie Movie Prediction % [’(WHSI}I b ¢ = 3 ¢
Hist & s &
— g « Cluster 2
Movie Database Logging || Monitoring
°
Credit Rating Prediction
User Interface / Web Interface
m
crean | | = e Cluster 1
User Tax Salary Ratin 3
Address Records | | Payments Predi cﬁgon 5
: * Cluster 2
Database Logging || Monitoring
°
Brake System User Interface Automatic Emergency Braking
: Cluster 1
2 * Cluster
C Rad " ol
53:::: Syast:r; Image Recognition %
@
e = * Cluster 2
Ethe(net CAN Bus Logging || Monitoring
Routing R 2023-03-24




How to compositional architecture framework

Cluster Cluster Cluster Cluster Cluster Cluster Cluster Cluster Cluster
1 2 n 1 2 n 1 2 n
Level Level
1 1
L | L |

s 2 [ ]
L | L |
o e [ ]
Step 1: Identify Step 2: Identify levels Step 3: Add existing
clusters of concern of abstraction architectural decisions
Cluster Cluster Cluster Cluster Cluster Cluster
1 2 n 1 2 n
Level ’ ’ ‘ Level
1 L j 1 \_l\ g_g j_‘
Level -
o L L) Dl ]
L« |
v O O B =
Step 4: Add missing Step 5: Add missing
architectural views relations

GOTEBORGS
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Step 1: Identify clusters of
concern

Step 2: Identify levels of
abstraction

Step 3: Add existing
architectural decisions.

Step 4: Add missing
architectural views.

Step 5: Add missing relations.

Step 6: Iterate if needed.

2023-03-24



How to compositional architecture framework

nnnnnnnnn

Cluster Cluster| |Cluster
1 2 n

Stakeholder
1 "*
has
v
1 "*

Business Goal
or Use Case

determine P>

Group of
concerns

%

1.7

Cluster of
concern
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Correspon-

Step 1: Identify
clusters of concern

Architecture
viewpoint

governs P>

addresses

Architecture

view

exists on

v

Abstraction

describes /
specifies

v

of-interest

2023-03-24
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How to compositional architecture framework

CHALMERS
I | R
Step J,E"\ﬂceoryxrﬁluslers ‘Step 2: Identfy levels of
Stakeholder Group of
concerns
Cluster Cluster Cluster 1. has <>
1 2 n
v
Level 1.% 1.%
1 ) ; Relation /
Business Goal| __determine B> Cluster of Corresoon-
Level or Use Case |1 * concern 1.” P
N . dence
Lovel A exists on
- addresses | v
. . Architecture governs B> Architecture C Level of
Step 2 Identlfy levels viewpoint view 1.* 7 Abstraction
of abstraction :
describes /
specifies
v
System-
of-interest

2023-03-24
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How to compositional architecture framework
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—_

Al

Stakeholder Group of
concerns
Cluster| |Cluster Cluster 1. has <>
1 2 n v
Level 1.% 1.*
1 . ; Relation /
Business Goal| _ determine B> Cluster of Correspon
L I * 1..* :
e;le |:| or Use Case |1 . concern dence
' A exists on
Level
n |:| addresses | v
i
.. Architecture governs B> Architecture Level of
Step 3: Add eX|St|ng viewpoint view 1.* 7 Abstraction
architectural decisions )
describes /
specifies
v
System-
of-interest

2023-03-24



Step 1: Identy clusters

e
]

Step 2: Igentiy levers of
abstraction

o] o] fone]

—
[}

Step 3: Add existng
archicetyral decisions

How to compositional architecture framework

Context and
Constraints

Data Strategy

Learning

Al Model

Hardware

°
>
@
-
®
10
]
=
©
=
<

Context Assumption

- Obstacles consist of
Pedestrians.

- Pedestrians can either be
in the lane, or on the road
but not in the lane, or the
road is empty.

Classification Categories
Obstacle Detection

Pedestrian
on the road,
but not
in the lane

Model for Obstacle Detection.

Deep Learning Network.
Input: Sensor data.
Output: 3 classes
Timing: real-time

Vehicle Platform

Sensors }—>
Act-
uators

Processing and
decision unit

> Edge Unit

OEM

Cloud Unit

Level

Level

Level

Cluster Cluster
1 2

Cluster
n

[ ]

[ ]

Conceptual Level

Step 3: Add existing
architectural decisions

Design Level

Run Time Level

2023-03-24



How to compositional architecture framework

Context and

‘ Data Strategy ‘

Analytical Level

- Pedestrians can either be

Deep Learning Network.
Input: Sensor data.

A Learning Al Model Hardware
Constraints
Context Assumption Classification Categories
- Obstacles consist of Obstacle Detection Model for Obstacle Detection. Vehicle Platform i
Pedestrians. > Edge Unit

Sensors}—>

|
—
- =
G | T oS AT oD
wacton ashiceiug decison
Cluster Cluster Cluster
1 2 n
Level
1
Level |:|
2
e []
n

Step 3: Add existing
architectural decisions

in the lane, or on the road Pe::‘esmag Empty BB Processing and m 1
N on the road, mpf utput: 3 classes - decision unit
but not in the lane, or the but not Road Timing: real-time u::::rs <« OEM
road is empty. in the lane Cloud Unit
: Training data quality attributes
| - Resolution at 1920x1080
° - Object is in focus
2l - Pedestrians standing, walking,
- ; running, and in wheel chair.
©
S| Feature attributes
% H - Variation of pedestrian clothes
[*3n - Variation of pedestrian look
e N
o - Background variations
o
Vehicle Platform Edge Unit
E ML .
. i s
H [Ethernet Bridge ] >1GB storage
-
c
=
2 lights OEM
(=] Cloud Unit
system storage

Run Time Level

2023-03-24
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Stakeholder Group of
concerns
Cluster Cluster Cluster 1.% has <>
1 2 n v
Level ’ 1.% 1.%
! Business Goal| _ determine B> Cluster of . Cl:?:rlfetls(:)r:)é-
'-ez"’e' ‘ H or Use Case |1 * concern 1.5 dence
. A exists on
Le:el addresses v
. i governs B> i 4
Siep 4 Add missing e s
architectural views oo
escribes /
specifies
v
System-
of-interest
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How to compositional architecture framework

Context and

| 2] h Data Strategy Learning Al Model Hardware
Constraints
[ | il T T T T T I R
= = il Context Assumption Data Server Classification Categories
e S e e i 3| - Obstacles consist of at OEM Obstacle Detection Model for Obstacle Detection. Vehicle Platform Edge Unit
| |Pedestrians. Deep Learning Network
W | |- Pedestrians can either be ; : Sensors}—F
2| finthel he road Data labels Pedestrian Input: Sensor data. Processing and
= in the lane, or on the roa 5 E . oo "
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How to compositional architecture framework
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®

CHALMERS

Step 1: Identify clusters of
concern

Step 2: Identify levels of
abstraction

Step 3: Add existing
architectural decisions.

Step 4: Add missing
architectural views.

Step 5: Add missing relations.

Step 6: Iterate if needed.
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A compositional approach to architecture framework

............................................................................................. #
Logical Behaviour Hardware Security CHAEI\%ERS
8 . r: High Level |3 ) : .
=% . fﬁigﬁﬁﬁts | Hardware | Threat Analysis Rule 1: Clusters of concern shall contain architectural
< = Architecture L —— views with different levels of details of a certain aspect
o F . of the VEDLIOT system.
83 Logical [ YRR T Cybersecurity Rule 2: Architectural views shall be sorted into levels of
23l C ts |t | . | C t . . . .
§LTT B archteoture [ PR abstractions, according to their level of details about
o G . the VEDLIOT system.
&3 Computing [ CompomTechq.ca| cyeer-  Rule 3: By using correspondence rules, it shall be
@ 3 resource . Hardware , security Concept . . . . .
& =|__allocation _[c="*{ Architecture [<~"-{ /Realisafion possible to arrive at different architectural views of the
— i P . VEDLIOT system without encountering inconsistencies.
o T [ lseanymonio] | RUIE 4: Architectural views, and relations between
= ¢| Behaviour Performance fing and Threat
S 8| adaptation | e | Monitoring |yt |"TREC (S them, shall be mapped to the next lower level of
14 .
— abstraction.

Heyn, H. M., Knauss E., & Pelliccione P. (2023). A Compositional Approach to Architecture Frameworks for distributed Al Systems. In Elsevier Journal of
Systems and Software (JSS). 2023-03-24
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The architectural framework helps connecting
different aspects of a larger system together.

« It allows for “middle-out” development, i.e.,
existing design decisions are explicitly
considered.

« It allows to keep an overview over the
necessary quality aspects, such as safety,
security, ethical, or privacy aspects of the

systems. EUROPEAN

COMMISSION

« The framework enforces a runtime concept for Proposal for a

the Syste m. REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

LAYING DOWN HARMONISED RULES ON ARTIFICIAL INTELLIGENCE
(ARTTFICTAL INTELLIGENCE ACT) AND AMENDING CERTAIN UNION

« The traceability of design decisions allows for LEGISLATIVE ACTS
compliance with upcoming Al regulations. (SEC(2021) 167 final - (SWD(2021) 84 final) - (SWD(2021) 85 final}
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Some reading recommendations e
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Bosch, J., Olsson, H. H., & Crnkovic, 1. (2021). Engineering ai systems: A research agenda. In Artificial
Intelligence Paradigms for Smart Cyber-Physical Systems (pp. 1-19). 1GI global.

Bernardi, L., Mavridis, T., & Estevez, P. (2019). 150 successful machine learning models: 6 lessons learned at
booking. com. In Proceedings of the 25th ACM SIGKDD international conference on knowledge discovery & data
mining (pp. 1743-1751).

Paullada, A., Raji, I. D., Bender, E. M., Denton, E., & Hanna, A. (2021). Data and its (dis) contents: A survey of
dataset development and use in machine learning research. Patterns, 2(11)

Heyn, H. M., Knauss, E., & Pelliccione, P. (2023). A compositional approach to creating architecture frameworks
with an application to distributed Al systems. Journal of Systems and Software, 111604.

Jackson, M. (1995). The world and the machine. In Proceedings of the 17th international conference on Software
engineering (pp. 283-292).

Hulten, G. (2019). Building Intelligent Systems. Berkeley, CA: Apress., Chapter 5 and Chapter 7

2023-03-24



53

GOTEBORGS

Some reading recommendations e

CHALMERS

Bosch, J., Olsson, H. H., & Crnkovic, I. (2021). Engineering ai systems: A research agenda. In Artificial
Intelligence Paradigms for Smart Cyber-Physical Systems (pp. 1-19). IGI global.

Bernardi, L., Mavridis, T., & Estevez, P. (2019). 150 successful machine learning models: 6 lessons learned at
booking. com. In Proceedings of the 25th ACM SIGKDD international conference on knowledge discovery &
data mining (pp. 1743-1751).

Paullada, A., Raji, I. D., Bender, E. M., Denton, E., & Hanna, A. (2021). Data and its (dis) contents: A survey of
dataset development and use in machine learning research. Patterns, 2(11)

Heyn, H. M., Knauss, E., & Pelliccione, P. (2023). A compositional approach to creating architecture frameworks
with an application to distributed Al systems. Journal of Systems and Software, 111604.

Jackson, M. (1995). The world and the machine. In Proceedings of the 17th international conference on
Software engineering (pp. 283-292).

Hulten, G. (2019). Building Intelligent Systems. Berkeley, CA: Apress., Chapter 5 and Chapter 7
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Muccini, H., & Vaidhyanathan, K. (2021, May). Software architecture for ml-based systems: what exists and what
lies ahead. In 2021 IEEE/ACM 1st Workshop on Al Engineering-Software Engineering for Al (WAIN) (pp. 121-
128). IEEE.

Habibullah, K. M., & Horkoff, J. (2021, September). Non-functional requirements for machine learning:
understanding current use and challenges in industry. In 2021 IEEE 29th International Requirements Engineering
Conference (RE) (pp. 13-23). IEEE.

Vogelsang, A., & Borg, M. (2019, September). Requirements engineering for machine learning: Perspectives from

data scientists. In 2019 IEEE 27th International Requirements Engineering Conference Workshops (REW) (pp.
245-251). IEEE.
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What did you learn?

@

Architectures and patterns for Al/ML-enabled systems CHALMERS
« How can we get from (prototyping)  Explain how ML fits into the larger

models to production systems pictures of building and maintaining

: systems

» Modularity and the problem of ML y

components in larger software systems  Explain the modularity implications
* An introduction to an architecture « Understand the need for architecture

framework for distributed Al-enabled frameworks in Al system development

systems

2023-03-24
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In the next lecture... _

CHALMERS

« Example of how the
compositional architecture
framework can be applied.

« Responsible Software
Engineering for / with Al/ML-
enabled systems

56 2023-03-24
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